The chaotic light signals generated by an external cavity semiconductor laser have been experimentally demonstrated to extract fast random numbers. However, the photon round-trip time in the external cavity can cause the occurrence of the periodicity in random sequences. To overcome it, the exclusive-or operation on corresponding random bits in samples of the chaotic signal and its time-delay signal from a chaotic laser is required. In this scheme, the proper selection of delay length is a key issue. By doing a large number of experiments and theoretically analyzing the interplay between the Runs test and the threshold value of the autocorrelation function, we find when the corresponding delay time of autocorrelation trace with the correlation coefficient of less than 0.007 is considered as the delay time between the chaotic signal and its time-delay signal, streams of random numbers can be generated with verified randomness.
Introduction
Random number generators (RNGs) have extensive applications in secure communications. For example, random numbers are used as encryption keys and digital signature codes to ensure confidentiality and integrity of the information. There are two categories of RNGs: deterministic pseudorandom number generators (PRNGs) and nondeterministic physical random number generators. Pseudorandom numbers are generated by calculating a deterministic algorithm. Since the result of the algorithm is always determined by the initial seed, the requirement of complete unpredictability is unrealistic, no matter how random the generated sequence is. Distinct from PRNGs, physical random number generators are based on the nondeterministic physical processes, such as radioactive decay [1] , atmospheric noise [2] , electric noise in circuits [3] , frequency jitter of electric oscillator [4] , chaotic circuits [5, 6] , and those based on laser (photon) emission [7] [8] [9] , which can ensure the inability of pre-estimation on random numbers. However, limited by the mechanism of extracting bit sequences, the rates of such generators have been only several tens of megahertz per second, which is far slower than the data rates of fiber communications.
Chaotic laser signals have been considered as physical entropy source of extracting high-speed random numbers due to their broad bandwidth. Recently, random numbers at rates up to several gigabits per second, and even higher utilizing chaotic lasers have been generated [10] [11] [12] [13] [14] [15] [16] [17] . In general, the chaotic light can be achieved by semiconductor lasers through optical injection [18] , optical feedback [19] , and optoelectronic feedback [20] . Compared with other systems, the laser system with optical feedback can be more easily integrated because of its simple structure [21] . Nevertheless, chaotic signals from semiconductor lasers with optical feedback are characteristic of the periodicity corresponding to the photon round-trip time in the external cavity. The periodicity can seriously influence the randomness of the generated random numbers. Thus, to overcome it, the two methods are taken into consideration. One, in terms of chaotic sources, is that a new generation scheme concerning chaotic light is developed to eliminate the feedback-induced periodicity. For example, we proposed and numerically demonstrated that the feedback-induced periodicity signature was suppressed by randomly modulating feedback phase in an external cavity semiconductor laser [22] . Amplitude modulation was also introduced to overcome the quasi periodicity of chaotic signal and especially for the application of physical RNG to public channel tasks [23] . In addition, a photonic integrated chaotic laser with short feedback delay was employed to suppress the existence of external cavity modes [14, 17] . The other is that the postprocessing is adopted to improve the randomness. In the case of the latter, there exist two typical techniques. For one thing, the exclusive-or (XOR) operation on two random sequences exacted from two uncorrelated chaotic laser sources was carried out to yield high-quality random numbers [10, 16] . For another, the XOR operation on corresponding random bits in samples of the chaotic signal and its time-delay signal from a single chaotic laser was executed [13] . Considering the simplicity and the cost, the latter outweighs the former. However, in this scheme, how to select a suitable delay length is a key issue to ensure high-quality random bit sequence generation.
In this paper, we experimentally summarize a criterion about the selection of the proper delay length. The corresponding delay time of autocorrelation trace with the correlation coefficient of less than 0.007 is selected as the delay time between the chaotic signal and its time-delay signal. This criterion can be theoretically interpreted using the relationship between the correlation coefficient and the total number of the runs in random number sequence. With this criterion, a random number sequence at rates of 1.44 Gbit∕s is generated in real time. Figure 1 shows the experimental setup of random number generation using a chaotic laser. A distributed-feedback (DFB) laser diode subject to external optical feedback is referred to as the chaotic light source. The amount and polarization state of the feedback light are adjusted by a variable optical attenuator (VOA) and a polarization controller (PC), respectively. The laser output is divided into two beams by a fiber coupler (40:60 coupling ratio), one of which is made as the output of chaotic light source and the other of which is reflected into the laser by a fiber mirror (FM), inducing high-frequency chaotic oscillations of the optical intensity. An optical isolator (OI) is used to prevent unwanted optical feedback into the DFB laser diode. The chaotic laser output is divided into two beams by a 50:50 fiber coupler, again. One beam is detected and converted to the electrical signal by an amplified photodetector (PD1, Thorlabs, PDA8GS, 9 GHz bandwidth). The other beam is through an extra tunable optical delay line (TODL) detected and converted to the electrical signal by PD2 with the same parameter as PD1. The converted electrical signal is coupled to a 1 bit analog-to-digital converter (ADC) consisting of a comparator (ADCMP567) and a D flip-flop (MC10EP52). The binary signal is obtained by comparing with the threshold voltage and then sampled at the rising edge of clock (AD9516-1) to reshape the code width. Finally, to eliminate the periodicity in random sequence due to the photo round-trip time in the external cavity, the XOR operation on corresponding random bits in samples of the chaotic signal and its time-delay signal from a same chaotic laser is done. Thus, the high-speed physical random sequences can be generated in real time. The temporal waveforms of the chaotic signal and random sequence are observed and recorded by a digital oscilloscope (Tektronix, DSA70404B, 4 GHz bandwidth, 25 GS∕s). The corresponding radio-frequency (RF) spectrum of the chaotic signal is measured by a spectrum analyzer (Agilent, E4407B, 26.5 GHz bandwidth). However, in the following section, in order to analyze the selection of the delay line length conveniently and in detail, we use the off-line processing. The oscilloscope acquires a digital chaotic time series by 8-bit analog-to-digital sampling of the amplitude at sampling rate of 25 GS∕s. The offline processing corresponding to the 1 bit ADC and XOR operation is implemented in three steps as follows:
Experimental Setup
(1) Each of the 8 bit samples acquired by the oscilloscope is compared with a special 8 bit threshold value to obtain a single bit per sample.
(2) Every 25th bit is extracted, corresponding to the specified clock rate of 1.0 GHz. (3) The bit sequences extracted from the chaotic signal and its delayed signal are combined using bitwise XOR operation.
Delay Line Length Determination
In the experiment, we adjust the injection current, the length of the external cavity, and the external feedback strength to put the laser in a regime of high-bandwidth chaos. The semiconductor laser is biased at 1.8 times its threshold current (21 mA). The fiber length between the semiconductor laser and the fiber reflector is about 8.4 m, corresponding to the feedback delay time (round trip) of 84 ns. The feedback strength is 80% of laser output power. Under these conditions, chaotic laser signal, the bandwidth of which is about 7.5 GHz, is obtained, and the length of each data frame recorded by the oscilloscope is 5 megasamples (The sampling rate is fixed at 5 GS∕s). The corresponding RF spectrum of chaotic laser output is shown in Fig. 2 . Here, we adopt the bandwidth definition of chaotic waveform as the span between the zero and the frequency where 80% of the energy is contained within it. For more details, see [24] . The broad chaos bandwidth enables us to generate high-speed random number sequences. However, by enlarging the small part of the RF spectrum over 2.5-2.6 GHz, as shown in the inset of Fig. 2 , we can see that the peak interval is constant at 12 MHz, and it corresponds to the inverse of the round-trip time of the feedback light in the external cavity. The occurrence of the feedback delay induced periodicity can decrease the randomness of the random bit sequence.
To suppress the periodicity, the XOR operation on corresponding random bits in samples of the chaotic signal from a single chaotic laser and its time-delay signal is required. How to select a proper delay line length is a key issue to ensure the low correlation of two XORed random sequences. The delay line length between the chaotic signal and its time-delay signal corresponds to x-coordinate of autocorrelation trace of the chaotic signal, i.e., the delay time of Fig. 3 . So the correlation between the chaotic signal and its time-delay signal can be assessed by the correlation coefficient of autocorrelation trace of the chaotic signal. From Fig. 3 , we can see that the secondary peak of the autocorrelation trace appears at 84 ns, corresponding to the external cavity round-trip time, also showing the periodicity induced by the external cavity.
Here, the delay line length is gradually changed to eventually generate binary bit sequences with different randomness. The randomness of generated digital bit sequences is tested using the standard statistical test (NIST Special Publication 800-22) suite for random number generators provided by the National Institute of Standard Technology (NIST) [25] . The NIST SP 800-22 test consists of 15 statistical tests. When the delay line length is gradually adjusted from 0 m to 10 m, a large number of random sequences extracted from the chaotic laser with different chaotic states tested. The different chaotic states are obtained by changing the external cavity length, bias current, and feedback strength of the external cavity semiconductor laser. Therefore, as far as each delay line length is concerned, approximately 10,000 series of random sequences are generated by changing the above three parameters. The sufficient data for the statistical test of randomness can be ensured. The relationship between the autocorrelation coefficient and randomness tests is further investigated. Figure 4 shows the summary of the number of passed tests for NIST SP 800-22 at different chaotic autocorrelation coefficient, which corresponds to the certain delay line length. All 15 tests are passed when the correlation coefficient is located between −0.007 and 0.007. Furthermore, the proportion of all 15 passed tests is 1.0 for nearly 10,000 random sequences. However, the number of passed tests keeps decreasing when the absolute value of the correlation coefficient continued to increase over 0.007, as shown in Fig. 5 . When the absolute value of the autocorrelation coefficient is increased to 0.1, the number of passed tests is degraded to 2. Hence, according to the correlation coefficient distribution from the autocorrelation trace of the chaotic signal, we can judge how long a delay line is, which helps to generate high-quality random number sequence. As the example shown in the inset of Fig. 3 , when the length of delay line is set from 1.5 to 8 m (the delay time is from 15 to 80 ns correspondingly), all the correlation coefficients are less than 0.007, so this can be a proper range to choose a delay line length.
From the above analysis, we demonstrate that when the correlation coefficient of chaotic signal is larger than 0.007, all 15 tests in NIST SP 800-22 are not passed. Moreover, we notice that under normal circumstances, the runs test is firstly failed. As the correlation coefficient increases, more tests can be failed. We also find that the runs test is always one of the failed tests. To give more insight into the dependence of the runs test on the correlation coefficient, we focus on the runs test. This test mainly examines the total number of runs in the sequence, and determines whether the oscillation between such zeros and ones is too fast or too low. A run is an uninterrupted sequence of identical bits. The total number of runs across all the bits including the total number of zero runs and the total number of one runs is calculated as follows:
where ε is the sequence of bits being tested (ε ε 1 ; ε 2 ; ...; ε n ; ε k 0 or 1) and n is the length of the bit string. The zeros and ones of the input sequence (ε) are converted to values of −1 and 1 to create the sequence ξ ξ 1 ; ξ 2 ; ...; ξ n , where ξ k 2ε k − 1. The normalized correlation coefficient of the sequence (ξ) at lag 1 bit is computed in the following way:
Note that for the sequence (ε), if ε k ε k1 , rk 0, otherwise, rk 1; for the converted sequence (ξ), if ξ k and ξ k1 have the same sign, the value of ξ k · ξ k1 is 1, otherwise, the value is −1. Thus, the corresponding equation is obtained as
According to Eq. (1) and Eq. (4), we find that the relation between the correlation coefficient and the total number of runs can be expressed as 
In the runs test, the test statistic V n obs is used to calculate a P-value according to Eq. (6) in order to assess a confidence level of that a sequence would be random:
where δ is the proportion of ones in the input sequence (ε) and is 0.5 for a completely random binary sequence. For the decision rule of the runs test, if the computed P-value is larger than 0.01, then conclude that the sequence is random. Thus, according to Eq. (5) and Eq. (6), we obtain that if the generated random sequence can pass the runs test, the correlation coefficient should be less than 0.003. Actually, the autocorrelation trace of the chaotic signal has almost same distribution as the autocorrelation trace of the corresponding extracted random bit sequence. Therefore, the correlation coefficient of the chaotic signal is required to be less than 0.003 for the passage of the runs test. However, in the above experimental analysis, the correlation coefficient should be less than 0.007. This is because a random bit stream is finally obtained by XOR operation on corresponding random bits in samples of the chaotic signal and its time-delay signal. The XOR operation can improve the distribution of the runs in random sequence to some extent. Thus, the range of the theoretically calculated correlation coefficient may be expanded to less than 0.007, as is shown by a large number of experiments.
Random Number Generation
Making use of the above-obtained criterion, an example of random bit generation at 1 Gbit∕s is given using the chaotic waveforms recorded. The fiber delay line length is set to 4 m, and the corresponding correlation coefficient is 0.003 less than 0.007. Two beams of chaotic light are converted to binary bit signal (0 and 1) at clock rate of 1 GHz by two comparators with the set threshold values. Then the two binary signals are combined by a logical XOR operation to generate a 1 Gbit∕s random number sequence, as shown in Fig. 6 . The sequences pass NIST SP 800-22 tests, and typical results are shown in Table 1 . In addition, with this criterion, a real-time output example of random bit sequence is given under the same experimental conditions as the above offline processing. The generation rate is 1.44 Gbit∕s, corresponding to a clock frequency of 1.44 GHz generated by AD9516-1 clock module. Figure 7 (a) shows the temporal waveform of the random bit sequence at 1.44 Gbit∕s after the XOR operation. The output sequence is in a non-return-to-zero code format, in which the minimum code width is 695 ps and the peak-to-peak voltage value is about 0.7 V. Figure 7 (b) depicts an eye diagram of the generated random bit sequence. The measured eye diagram is obviously opening. Figure 7 (c) illustrates a random dot diagram with 500 × 500 bits in a two-dimensional plane. Bits "1" and "0" are converted to white and black dots, respectively, and placed from left to right (and from top to bottom). It can be seen that there are no obvious patterns, as we would expect that the ratio of 1 and 0 is roughly equal. To further evaluate the statistical properties of random bit sequences, we use NIST SP 800-22 tests. The tests are carried out using 1000 samples of 1 Mbit data for NIST tests. The sequences pass all the NIST tests.
Conclusions
In conclusion, to overcome the external cavity induced periodicity in random sequence, the XOR operation on corresponding random bits in samples of the chaotic signal and its time-delay signal from a chaotic laser is executed. In this scheme, the proper selection of delay length is a key issue to generate a high-quality random bit sequence. A large number of experiments show that the selection of a proper delay length depends on the correlation coefficient of autocorrelation trace of the chaotic signal. The experimental results demonstrate that when the correlation coefficient is less than 0.007 and the corresponding delay time of autocorrelation trace is considered as the delay time between the chaotic signal and its time-delay signal, the random bit sequence can be generated with verified randomness. A theoretical interpretation can be provided by analyzing the relationship between the correlation coefficient and the total number of the runs in the generated random sequence. Under the guidance of the above results, a random bit stream at rates of 1.44 Gbit∕s is generated in real time.
